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https://aws.amazon.com/jp/blogs/news/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/
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https://docs.aws.amazon.com/ja_jp/securityhub/latest/userguide/ecr-controls.html#ecr-2

CTC

QECSOias '

ECSOARIERICHEWVNT., A>T FDOHA XIELAFURLICEES:
NEDFITDOTSE(CLTLSEELY, K1),

W.@D
E_
o)

f@5)

, | GitLabdD > 731 A —ZHI(C(FRedisEPostgreSQLE A D T
15 : | WET., O—HILDZA R —SCHERET 7 (I EH>TNET

)y P CEUOED. ECSEBEBULSHITLENEITDTR
"""""""" | N —%EFS(C. PIEBoPostgreSQLZAuroraZ EBDDBI(CZ
e e EUBInENs0ET.
B = {BU. EFSOfER(ZGitLabdY =1 7L L FHEESNTOERA

DTHREARF(EISIRL T IZEL02),

X1
X2

IROF KL T D75 05— E 1
CTC Financial Services Group

© 2024 CTC Financial Services Group All right reserved. 16


https://docs.gitlab.com/ee/install/requirements.html
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QECSOIE -HRI/RFTO—NEFRIO—IL =

ECSICIFHRDIZEITI DRCHER [FRUFETO—IV] EFRTEEBRICTIRITNDNREETD [FX
20-)L] OZDONHDFET ., RIERRMNHELRO—ILIELLTOED T,
HAORTO-I 125142 RUS—O 1235142 KRUS—Q

AmazonEC2ContainerRegistryReadOnly C version": "2012-10-17" P T
. . "Statement": [ "Statement":[

AmazonECSTaskExecutionRolePolicy { o Al

"Effect": "Allow", Effect":"Allow",

"Action”: [ "Action”:[
AmazonS3ReadOnlyAccess “eco:ListClusters”, "ses:SendEmail”,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html#create-task-execution-role
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html#create-task-execution-role
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role
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https://docs.aws.amazon.com/ja_jp/AmazonECR/latest/userguide/vpc-endpoints.html#ecr-setting-up-vpc-create
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S U U TULVDBAurora. EFS. SESOEREZEITLNE T,

® ECSAMDIEsT
BAHE ETRBEC2Y2Cloud9MSECS Exec Tt LE I,

$ aws ecs execute-command --cluster <25 X5 —%&> --task "<ECSF XA DARN>" --container <1>57F—4%> --interactive --command "/bin/bash"

XA X TDIRRE E LT enableExecuteCommand”HitruelC/d> TUVRWEIER CERVDOTHER

sh-5.25 aws ecz describe—services —-cluster Gitlab-env --services Gitlab-test-service-alb |grep enableExecuteCommand
"enableExecuteCommand™: true

Xtrue ANZEJIIYR

$ aws ecs update-service --cluster <275 X 5% > --service < —E X% > --enable-execute-command --force-new-deployment
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® /etc/gitlab/gitlab.rbdDimE
gitlab.rb WS T 7 AILICERERDEENHDET,

EFS A ZITEHBAREEFICO>FTFHI I MRA > h&"/gitlab-nfs” & UTziEE

git_data_dirs({"default" => { "path" => "/gitlab-nfs/git-data"} })
gitlab_rails['uploads_directory'] = '/gitlab-nfs/uploads'
gitlab_rails['shared_path'] = '/gitlab-nfs/shared'
gitlab_ci['builds_directory'] = '/gitlab-nfs/builds'

Postgres postgresqgl['enable'] = false
gitlab_rails['db_adapter'] = 'postgresql’
gitlab_rails['db_encoding'] = 'unicode’
gitlab_rails['db_host’] = ‘<Aurora®Z S5 X5 —T> RR1 > k>
gitlab_rails[‘db_username’] = “<1—H5%&>"
gitlab_rails[‘db_password’'] = ‘</\{XDJ— k>
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® /etc/gitlab/gitlab.rb®iRE

AT

SES

gitlab_rails['smtp_enable'] = true

gitlab_rails['smtp_address'] = "email-smtp.ap-northeast-1.amazonaws.com
gitlab_rails['smtp_port'] = 587

gitlab_rails[’smtp_user_name’] = “<SEST/E =Nn/z1—H&>"
gitlab_rails[’smtp_password’] = “<SEST&M=NT=/\ AT — R>"

gitlab_rails['smtp_authentication'] = "login"
gitlab_rails['smtp_enable_starttls_auto'] = true
gitlab_rails[‘gitlab_email_from’] = “<FromI(CE&EIT DA —JLT7 RL A >"
gitlab_rails[‘gitlab_email_reply_to’] = “<Reply tolCXTET DA —)L77 RL X>"

XAEBDREEICA—IZEXDICIFSESDS WS 1/R— RS [REFHF] H"E

® /var/opt/gitlab/redis/redis.socketdD{ERk
Redis

touch /var/opt/gitlab/redis/redis.socket

chown gitlab-redis /var/opt/gitlab/redis/redis.socket
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https://docs.aws.amazon.com/ja_jp/ses/latest/dg/request-production-access.html
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NIEZRIFLUIZS. GitLabZzBie#)ILUE 9. (ECSOBREFHTEHDFIFEA)

$ gitlab-ctl stop
$ gitlab-ctl reconfigure

$ gitlab-ctl start

GitLab®Droot1—H/)\XDJ— ROER=Z=ULUFE T,

$ cat /etc/gitlab/initial_root_password

Xroot/\XDJ— RDUtzwv haE

$ gitlab-rake "gitlab:password:reset[root]"
Enter password:

Confirm password:
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ECRI(ZEER U=GitLabdD -1 X —=(ZAmazon Inspector CARAINE T,

A¥ v EREE

Vulnerabilities (10)

There is a stack overflow vulnerability in 3
Internet of Vehicles, this vulnerability can
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$ gitlab-rails c

(B+#4FD)

irb(main):001:0> settings = ApplicationSetting.last

irb(main):001:0> settings.update_column(:runners_registration_token_encrypted, nil)

irb(main):001:0> settings.reset_error_tracking_access_token!
irb(main):001:0> settings.save
irb(main):001:0> exit
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Personal access tokens
User settings

nal cess 1oken

@ Profile ' y-are the only accepted |

8° Account

Active personal access tokens © 0

8a Applications
O Chat Token name
& Access tokens

B3 Emails

4 Password

RO A RE T DF 20—
CTC Financial Services Group
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O+ >#%. User Settings > Access tokensX—=1—KXD 7Ot X
N—D>ZFITUEIT. (BRHEAREST T AL ~365H)
[Select scopes] T lapil Z&IRUTEITUET,

() Your new personal access token

® [

Make sure you save it - you won't be able to access it again.
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https://docs.aws.amazon.com/ja_jp/dtconsole/latest/userguide/connections-create-gitlab-managed.html
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